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[bookmark: _Toc378157812][bookmark: _Toc375150576]Introduction
[bookmark: _Toc378157813][bookmark: _Toc274238250]What is Single Sign-On (SSO)
Single Sign-On (SSO) is the ability for a User in an organization to retain and use the same ID and password to log on to multiple applications whether they are internal or external to the organization. SSO takes place between two Business to Business (B2B) companies using federated authentication.
[bookmark: _Toc378157814]What is SAML? 
Security Assertion Markup Language (SAML) is an XML-based open standard for exchanging authentication and authorization data between security domains, that is, between an identity provider (a producer of assertions) and a service provider (a consumer of assertions). SAML is a product of the OASIS Security Services Technical Committee.

The single most important business requirement that SAML is trying to solve is the Web Browser Single Sign-On problem.  As its name suggests, SAML allows business entities to make assertions regarding the identity, attributes, and entitlements of a subject (an entity that is often a human user) to other entities, such as a partner company or another enterprise application.

The Security Assertion Markup Language (SAML) standard defines a framework for exchanging security information between online business partners. More precisely, SAML defines a common XML framework for exchanging security assertions between entities especially for Single Sign-On (SSO) purposes.
[bookmark: _Toc378157815]Purpose
The purpose of this document is as follows:
To present a high-level architecture and design of SAML and how BrassRing implements SAML to meet its Customer’s needs for SSO.
To describe suggested high-level workflow processes that can be supported between BrassRing and any external, third-party system that can send and receive SAML requests and responses.
To describe the steps required to implement SAML.
[bookmark: _Toc378157816]Audience
Client Decision Makers, HRIS Implementation Teams, Internal IT Teams, Systems Integrators and Support Teams.
BrassRing Engineering Services Team, Support Team, and Technical Services Group.
[bookmark: _Toc378157817]
BrassRing Single Sign-On using SAML
SAML is different from other security systems due to its approach of expressing assertions about a subject that other applications within a network can trust. What does this mean? To understand the answer, you need to know the following concepts used within SAML.
[bookmark: _Toc378157818]Advantages of SAML
The benefits of SAML include:
Platform neutrality – SAML abstracts the security framework away from platform architectures and particular vendor implementations. Making security more independent of application logic is an important tenet of Service-Oriented Architecture.
Improved online experience for end users – SAML enables single sign-on by allowing users to authenticate at an identity provider and then access service providers without additional authentication. In addition, identity federation (linking of multiple identities) with SAML allows for a better-customized user experience at each service while promoting privacy.
Reduced administrative costs for service providers – Using SAML to "reuse" a single act of authentication (such as logging in with a username and password) multiple times across multiple services can reduce the cost of maintaining account information. This burden is transferred to the identity provider.
[bookmark: _Toc274238256][bookmark: _Toc378157819]SAML Building Blocks
SAML is built upon a number of existing standards:
Extensible Markup Language (XML) 
Most SAML exchanges are expressed in a standardized dialect of XML, which is the root for the name SAML (Security Assertion Markup Language). 
SAML assertions and protocols are specified (in part) using XML Schema. 
XML Signature 
SAML 2.0 use digital signatures (based on the XML Signature standard) for authentication and message integrity. 
Hypertext Transfer Protocol (HTTP) – SAML relies heavily on HTTP as its communications protocol. 

More details on the SAML implementations technical specifications can be found on SSTC-SAML Technical Overview 2.0-draft-03.pdf that you may have received with this document.


[bookmark: _Toc378157820]BrassRing SAML SSO implementation
Single Sign-On can be enabled on these BrassRing Applicant Tracking System (ATS) components:
BrassRing Enterprise application, recruiter and hiring manager portal 
Talent Gateways , candidate portal for applying to jobs and submitting resumes
Internal Gateways
Employee Referral Gateways
BrassRing supports only the IdP approach for the Talent Gateway application

BrassRing supports both the Identity Provider (IdP) and Service Provider (SP) approaches for BrassRing Enterprise, and supports only the IdP approach for the Talent Gateways:
SP  via HTTP POST > POST binding 
IdP via HTTP POST binding.

To further understand the difference between the IdP and SP approaches to Single Sign-on, see the table below.

	Identity Provider Approach
	Service Provider approach

	In the IdP approach, the end user first goes to a customer- provided site (e.g. an intranet/internet page) and clicks on a link/URL to get authenticated. 
	In the SP approach, the customer’s end users attempt to access the BrassRing application directly. Since they are not authenticated at that point, the BrassRing application cannot let them in, so redirects them to customer site to get authenticated. 

	The customer system then generates the SAML  Assertion XML with end user’s username and makes a HTTP Post to BrassRing’s SSO Post URL.
	The customer system then generates the SAML  Assertion XML with end user’s username and makes a HTTP Post to BrassRing’s SSO Post URL

	BrassRing authenticates the Assertion XML request and allows or denies access to the user.
	BrassRing authenticates the Assertion XML request and allows or denies access to the user.

	For BrassRing, if the user is a valid user in the system, then the user is logged into the application.
For TG, since the user is authenticated in the customer system, the user is logged into the TG application.
	For BrassRing, if the user is a valid user in the system, then the user is logged into the application.
For TG, since the user is authenticated in the customer system, the user in logged into the TG application.

	The IdP path is represented in Steps 4-8 in section 3.2 below
	The SP path is represented in Steps 1-8 in section 3.2




[bookmark: _Toc378157821]SSO User Experience
The following process diagram explains how a user logs into the hosted BrassRing application through a partner-operated, SAML-based SSO service.
[image: SSO Flow]
This image illustrates the following steps.
1. The user attempts to log into the hosted BrassRing application.
2. BrassRing generates a SAML authentication request. 
3. BrassRing does a redirect to the user's browser with the authentication request via HTTP Post to a redirect URL provided by the customer.  The redirect URL contains the encoded SAML authentication request that should be submitted to the customer’s SSO service. 
4. The customer decodes the SAML request and extracts the URL for BrassRing’s ACS (Assertion Consumer Service). The customer then authenticates the user. Customer can authenticate users by either asking for valid login credentials or by checking for valid session cookies. 
5. The customer then generates a SAML response that contains the authenticated user's username. In accordance with the SAML 2.0 specification, this response is digitally signed with the customer's public and private certificates. 
6. The customer encodes the SAML response and returns that information to the user's browser. The customer provides a mechanism so that the browser can forward that information to BrassRing’s SSO consumer service. For example, the customer can embed the SAML response and destination URL in a form and provide a button that the user can click to submit the form to BrassRing. 
7. BrassRing 's SSO consumer service verifies the SAML response using the customer's public key. If the response is successfully verified, BrassRing redirects the user to the destination application. 
8. The user, redirected to the destination page, is logged into the BrassRing application(s). 
[bookmark: _Toc378157822][bookmark: _Toc274238259]SAML Assertion	
A SAML assertion is an XML document that contains a packet of security information.

SAML assertions are usually transferred from identity providers to service providers. Assertions contain statements that service providers use to make access control decisions. Three types of statements are provided by SAML:
Authentication statements 
assert to the service provider that the principal did indeed authenticate with the identity provider at a particular time using a particular method of authentication. Other information about the authenticated principal (called the authentication context) may be disclosed in an authentication statement.
Attribute statements 
assert that a subject is associated with certain attributes. An attribute is simply a name-value pair. Relying parties use attributes to make access control decisions.
Authorization decision statements 
[bookmark: _Toc378157823][bookmark: _Toc274238260]ComponentSpace SAML v2.0	
SAML Assertions can either be generated by actually creating the XML using XML libraries or by using a product that specializes in generating SAML assertions.

BrassRing uses ComponentSpace SAML v2.0 Component for implementing SAML. However, SSO integration can very well work with any other SAML products that you may have in place in your organization.

[image: ]
[image: ComponentSpace]

For more information, go to:
http://www.componentsource.com/products/componentspace-saml2-component/index.html 

Note: Customers may have their own SAML products for generating SAML assertions.
[bookmark: _Toc274238261]

[bookmark: _Toc378157824]SAML Deliverables
Following are the deliverables during the course of the project that is exchanged between BrassRing and the customer.
[bookmark: _Toc274238262][bookmark: _Toc378157825]Customer deliverables to BrassRing
Public X509 Certificate from a Trusted Authority. Self-signed are not recommended.
Issuer ID (this is the persistent unique identifier sent in the SAML assertion request)
SAML Identity Provider URL (required only for SP approach)
[bookmark: _Toc274238263][bookmark: _Toc378157826]BrassRing deliverables to Customer
Public X509 Certificate from a Trusted authority (provided only for SP approach)
SAML Assertion URL 
Metadata (if requested)
[bookmark: _Toc245883979][bookmark: _Toc274238267]

[bookmark: _Toc378157827]BrassRing SAML Assertion Request
Below are the BrassRing SAML Assertion URLs for the environments in the respective datacenters.

	US Data Center

	Staging -  https://stagingsso.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx 
Production -  https://sso.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx  



	European Data Center

	Staging -  https://stagingkrb-sjobs.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx 
Production - https://krb-sjobs.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx 



Definition: NameID in the SAML assertions is also referred to as the SSOID, which is the unique identifier of the individual (the SSO user) on the customer’s system. This can be the Network ID, Machine ID, Employee ID or any other entity that is unique to the individual.
[bookmark: _Toc274238265][bookmark: _Toc378157828]SSO into BrassRing
Below are the parameters to be sent for BrassRing.
[bookmark: _Toc378157829]UserName/NameID/SSOID
BrassRing is an authorization and role-based application, so the SSOID should be mapped to a valid Username in the BrassRing Users table that it can be authenticated against. 

The above statement implies that SSO users for BrassRing are authenticated on the client system but are authorized in the BrassRing system to determine whether access should be granted or denied.

Please note that the Username is case-sensitive and the SSOID sent in the SAML request needs to match exactly how the user is set up in BrassRing.

Below is a snapshot of the User record profile in BrassRing Workbench.
[image: SSOID]

For example, within the SAML assertion, the NameID appears as below.
<saml:Subject>
	<saml:NameID>kpal</saml:NameID>
</saml:Subject>

[bookmark: _Toc378157830]Attribute name and values
Application – It is a value that dictates which application is being requested.  Value of 1 must be sent for BrassRing.
SiteId value should be zero.  SiteId does not apply for BrassRing. It will be ignored even if a SiteId is specified.

For example, within the SAML assertion, the Attributes appear as below.
<saml:AttributeStatement>
	<saml:Attribute Name="Application" FriendlyName="Application">
		<saml:AttributeValue>1</saml:AttributeValue>
	</saml:Attribute>
	<saml:Attribute Name="SiteId" FriendlyName="SiteId">
		<saml:AttributeValue>0</saml:AttributeValue>
	</saml:Attribute>
</saml:AttributeStatement>
[bookmark: _Toc274238266][bookmark: _Toc378157831]SSO into BrassRing Talent Gateways (TG)
Below are the parameters to be sent for BrassRing Talent Gateways
[bookmark: _Toc378157832]SSOID/NameID
Talent Gateways is not a role-based application. Account management on the Talent Gateways is handled dynamically. There is no pre-account setup like the BrassRing application. First time Single Sign On on the Talent Gateways creates an account real time for a SSO user using the SSO ID and subsequent SSO attempts log on to the account previously created. 

The above statement implies that SSO users for the Talent Gateways are authenticated and authorized on the client system to determine whether access should be granted or denied.

For example: If user with an SSO ID “kpal” single-signs on, a look-up is executed. If “kpal” is logged in for the first time, the Talent Gateway will dynamically create an account real-time. If “kpal” is a return user, then the Talent Gateways launches the existing “kpal” profile and all the settings from the existing profile are presented.

For example, within the SAML assertion, the NameID appears as below.
<saml:Subject>
	<saml:NameID>kpal</saml:NameID>
</saml:Subject>


[bookmark: _Toc378157833]Attribute name and values
Application – It is a value that dictates which application is being requested
Value of 3 must be sent for Talent Gateways
SiteId – It is the Talent Gateway Site value.
SiteId value is provided at the time of implementation by the BrassRing SSO engineer.
Within the SAML assertion, the Attributes would appear as below.
<saml:AttributeStatement>
<saml:Attribute Name="Application" FriendlyName="Application">
<saml:AttributeValue>3</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="SiteId" FriendlyName="SiteId">
<saml:AttributeValue>5012</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
Both the Internal Talent Gateway and the Employee Referral Gateway are examples of Talent Gateways that will both have an Application value of 3 but different SiteId values.

Please note the names in the Name and FriendlyName attributes in the SAML request should be the same.
[bookmark: _Toc378157834][bookmark: _Toc245883983][bookmark: _Toc274238270]Dynamic Sections in the SAML Assertion
Below are the detailed explanations for the dynamic sections of the SAML assertions
Customer Issuer ID:  “customer.com.issuer.id” is the Issuer ID
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">customer.com.issuer.id</saml:Issuer>
Name ID ( aka SSO ID or Enterprise username):  “kpal” is the SSO ID
<saml:Subject>
		<saml:NameID>kpal</saml:NameID>
</saml:Subject>
Application (whether SSO is for BrassRing or BrassRing TG):  
“1” represents SSO for BrassRing
“3” represents SSO for Talent Gateways
<saml:Attribute Name="Application" FriendlyName="Application">
		<saml:AttributeValue>1</saml:AttributeValue>
</saml:Attribute>
Site Id  (only used for Talent Gateways):  SiteId value is provided at the time of implementation by the BrassRing SSO engineer and is different in staging and production.
<saml:Attribute Name="SiteId" FriendlyName="SiteId">
		<saml:AttributeValue>5003</saml:AttributeValue>
</saml:Attribute>
[bookmark: _Toc245883981][bookmark: _Toc274238269]

[bookmark: _Toc378157835]SAML XML Samples 
[bookmark: _Toc378157836]SAML Assertion XML (Unencrypted and Signed) – IdP
<?xml version="1.0" encoding="UTF-8"?>
<samlp:Response ID="_a1f7f919" Version="2.0" IssueInstant="2009-02-05T23:17:06Z" xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">
	<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">customer.com.issuer.id</saml:Issuer>
	<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
		<SignedInfo>
			<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
			<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
			<Reference URI="#_a1f7f919-3ed3-47c3-984c-1958885d44ba">
				<Transforms>
					<Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
						<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"/>
					</Transform>
				</Transforms>
				<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
				<DigestValue>ExpS3eys14ifc0JaS+G4sVIafG0=</DigestValue>
			</Reference>
		</SignedInfo>
		<SignatureValue>BibvM9mnjF7EahKLPc+SubxVpqBRvuFoZ5d8lotkrgf3OIcc1QaG=</SignatureValue>
		<KeyInfo>
			<X509Data>
				<X509Certificate>MIIBnjCCAQcCBEbTmdAwDQYJKFjEUMBIGA1UEA==</X509Certificate>
			</X509Data>
		</KeyInfo>
	</Signature>
	<samlp:Status>
		<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
	</samlp:Status>
	<saml:Assertion Version="2.0" IssueInstant="2009-02-05T23:17:06Z" xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
		<saml:Issuer Format="urn:oasis:names:tc:SAML:2.0">customer.com.issuer.id</saml:Issuer>
		<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
			<SignedInfo>
				<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
				<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
				<Reference URI="#_c65b99e4-2d09-4541-aa27-35366155ff5d">
					<Transforms>
						<Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>
						<Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
							<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"/>
						</Transform>
					</Transforms>
					<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
					<DigestValue>vZZAN6H2qdYawswLnjK78vuJj7k=</DigestValue>
				</Reference>
			</SignedInfo>
			<SignatureValue>dxjF5oyztSzUmhUljtM0FluoFt00wylRZuZcgXvwt2FVMmJQ=</SignatureValue>
			<KeyInfo>
				<X509Data>
					<X509Certificate>MIIBnjCCAQcCBEbTmdAwDQYJKoZIhvcNAQ==</X509Certificate>
				</X509Data>
			</KeyInfo>
		</Signature>
		<saml:Subject>
			<saml:NameID>kpal</saml:NameID>
		</saml:Subject>
		<saml:Conditions NotBefore="2009-02-05T23:16:51Z" NotOnOrAfter="2009-02-05T23:20:11Z"/>
		<saml:AuthnStatement AuthnInstant="2009-02-05T23:17:06Z"/>
           		<saml:AttributeStatement>
			<saml:Attribute Name="Application" FriendlyName="Application">
				<saml:AttributeValue>1</saml:AttributeValue>
			</saml:Attribute>
			<saml:Attribute Name="SiteId" FriendlyName="SiteId">
				<saml:AttributeValue>0</saml:AttributeValue>
			</saml:Attribute>
		</saml:AttributeStatement>
	</saml:Assertion>
</samlp:Response>


[bookmark: _Toc378157837]SAML Authentication Request XML for SP Approach
Authentication Requests are only generated for the SP approach. Refer to Step 2 Section 3.2 to see when such a Request is initiated. 

Below is the XML sample format for the Authentication Request. During implementation, the most current XML is provided to you by your BrassRing SSO engineer.
<?xml version="1.0" encoding="UTF-8"?>
<samlp:AuthnRequest ID="_94ee6f42-293c-4529-b789-b42b6b2e3b42" Version="2.0" IssueInstant="2009-02-06T20:24:15Z" ForceAuthn="False" IsPassive="False" ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" AssertionConsumerServiceIndex="0" AssertionConsumerServiceURL="http://localhost:1330/SAML2PageListener/AssertionConsumerService.aspx?binding=urn%3aoasis%3anames%3atc%3aSAML%3a2.0%3abindings%3aHTTP-POST" AttributeConsumingServiceIndex="0" xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">
	<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">See below for values</saml:Issuer>
	<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
		<SignedInfo>
			<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
			<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
			<Reference URI="#_94ee6f42-293c-4529-b789-b42b6b2e3b42">
				<Transforms>
					<Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>
					<Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
						<InclusiveNamespaces PrefixList="#default code ds kind rw saml samlp typens" xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"/>
					</Transform>
				</Transforms>
				<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
				<DigestValue>eowTjU2gZq3H1h9Q8q/lpWaYB2I=</DigestValue>
			</Reference>
		</SignedInfo>
		<SignatureValue>ZMSpg4M1XlMux08c5WKlhVGBJ1O1ny4MGGPqyV7T0B2TBHa84HYPZl0=</SignatureValue>
		<KeyInfo>
			<X509Data>
				<X509Certificate>MIID+DCCAuCgQwDQYJKoZIhvcNAQEFBQAwUDEXMBUGA+</X509Certificate>
			</X509Data>
		</KeyInfo>
	</Signature>
	<samlp:NameIDPolicy AllowCreate="False"/>
</samlp:AuthnRequest>

	US Data Center (SP Issuer ID values)

	Staging -  https://stagingsso.brassring.com/sso/saml/SAML2PageListener/AuthenticationRequestor.aspx
Production -  https://sso.brassring.com/sso/saml/SAML2PageListener/AuthenticationRequestor.aspx



	European Data Center (SP Issuer ID values)

	Staging -  https://stagingkrb-sjobs.brassring.com/sso/saml/SAML2PageListener/AuthenticationRequestor.aspx
Production - https://krb-sjobs.brassring.com/sso/saml/SAML2PageListener/AuthenticationRequestor.aspx




[bookmark: _Toc378157838]Identity Provider Metadata
Some SAML products require metadata during SSO setup. Metadata is not required for most SAML products, but the BrassRing SSO engineer will provide that if a customer requires metadata .
SAML metadata provides a mechanism for expressing some of the information necessary for SAML entities to successfully communicate with each other.  Metadata bootstraps a secure transaction between an identity provider and a service provider. 

SAML 2.0 provides a well-defined, interoperable metadata format that entities can leverage to bootstrap the trust process.

An identity provider publishes data about itself in an <md:EntityDescriptor> element:
The entityID attribute is the unique identifier of the identity provider.

Below is the XML sample format for the Metadata XML. During implementation, the most current XML is provided to you by your BrassRing SSO engineer.
<?xml version="1.0" encoding="UTF-8"?>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="See below for values ">
	<md:SPSSODescriptor AuthnRequestsSigned ="true" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
		<md:KeyDescriptor use="signing">
			<KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">
				<X509Data>
					<X509Certificate>MIIDt/QiwCbcv3xj/Vd5PLwaGUITXRN5GFVV/kq/g==</X509Certificate>
				</X509Data>
			</KeyInfo>
		</md:KeyDescriptor>
		<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:entity</md:NameIDFormat>
		<md:AssertionConsumerService index="0" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://sso.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx"/>
	</md:SPSSODescriptor>
	<md:Organization>
		<md:OrganizationName xml:lang="en">Kenexa</md:OrganizationName>
		<md:OrganizationDisplayName xml:lang="en">Kenexa</md:OrganizationDisplayName>
		<md:OrganizationURL xml:lang="en">http:\\www.Kenexa.com</md:OrganizationURL>
	</md:Organization>
	<md:ContactPerson contactType="technical">
		<md:Company>Kenexa</md:Company>
		<md:GivenName>Helpdesk</md:GivenName>
		<md:SurName>Helpdesk</md:SurName>
		<md:EmailAddress>helpdesk@Kenexa.com</md:EmailAddress>
		<md:TelephoneNumber>781-530-5000</md:TelephoneNumber>
	</md:ContactPerson>
</md:EntityDescriptor>

	US Data Center (entityID values below)

	Staging -  https://stagingsso.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx
Production -  https://sso.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx 



	European Data Center (entityID values below)

	Staging -  https://stagingkrb-sjobs.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx
Production - https://krb-sjobs.brassring.com/sso/saml/SAML2PageListener/AssertionConsumerService.aspx




[bookmark: _Toc378157839]Single Sign-On User Interfaces
Below are screenshots of what you can expect to see upon successful and unsuccessful attempts for SSO. Customer’s specific screens may slightly differ based on configurations.
[bookmark: _Toc378157840]Successful SSO page for BrassRing
[image: 2xB Main Page]
[bookmark: _Toc378157841]Successful SSO page for Internal Talent Gateway
[image: TG Main Page]
[bookmark: _Toc378157842]Successful SSO page for Employee Referral Gateway
[image: ERG Main Page]
[bookmark: _Toc378157843]Unsuccessful SSO page
For any errors that occur during Single Sign-On, a generic standard error message is displayed.
“Access Denied. Please contact your administrator.” 
[image: ]
To meet security audit requirements and guidelines, the error message is intentionally kept cryptic. This message is currently not customizable and is generic to every customer.


[bookmark: _Toc378157844]SSO Special Configurations (Optional)
The below configurations are Optional configurations that are available in the SSO implementation.
[bookmark: _Toc378157845]BrassRing Application
[bookmark: _Toc378157846]Login Redirect
BrassRing users can be directed to a custom login page on the customer’s end. The redirected URL to the customer’s page is presented when users attempt to access the BrassRing login page.
[bookmark: _Toc378157847]Logout Redirect
Similarly, BrassRing users can also be directed to a custom logout page when they click on the “Logoff” link or during session expiration or timeout.
[image: ]
[bookmark: _Toc378157848]BrassRing Talent Gateways
[bookmark: _Toc378157849]Logout Redirect
Customers can also choose to customize the Talent Gateway such that the users are redirected to a custom logout page upon clicking on the “Logoff” link or during session expiration or timeout.
[bookmark: _Toc378157850]Talent Gateway Profile Import
Customers can also choose to implement the Talent Gateway Profile Import integration. This integration facilitates auto-population of profile information when a user logs on to the Talent Gateway the first time and also maintains that information for the user on an on-going basis.
[image: TG Profile]
Please refer to the documentation on “BrassRing TG Profile Import Technical Specifications API” for detailed information.

Note that the TG Profile integration is considered a separate project engagement that is estimated separately for effort and project timelines.
[bookmark: _Toc378157851]Conversion of non-SSO Internal TG profiles to SSO accounts
Customers who have had the regular non-SSO Internal Talent Gateway for a while who have later decided to go SSO can also choose to convert the non-SSO accounts to their SSO counterparts for account portability. By choosing to do this, internal employees who had an account on the non-SSO Talent gateway can seamlessly transition to the SSO gateway and all the existing profile information gets converted to the SSO gateway.

Please refer to the documentation on “BrassRing Talent Gateway Profiles Conversion Guide” for detailed information.

Note that the Talent Gateway Profiles Conversion is considered a separate project engagement that is estimated separately for effort and project timelines.
[bookmark: _Toc245883984]

[bookmark: _Toc378157852]eLink Authentication
The “eLink Authentication” feature is an optional feature that customers can choose to configure. The feature validates and authenticates users who attempt to open eLinks so that they can be opened only by the intended recipients, protecting you against unauthorized access to sensitive data.

Authentication requires all eLinks to be authenticated before displaying the targeted page to the user clicking on the eLink.

To implement eLink authentication, the SAML SSO product on the customer’s side must be able to support a feature called RelayState. 

The mechanism for eLink authentication is similar to SP Approach mechanism on SAML.
[bookmark: _Toc378157853]eLink Authentication Workflow
eLink authentication workflow is depicted below.
1. User clicks on eLink.
2. BrassRing redirects the user to a customer provided redirected URL as a SAML authentication request with a token called RelayState via HTTP post. The RelayState value is sent over as a HTTP POST in a hidden field.  The sample HTTP POST is in the below section. It is the value after &RelayState= in the HTTP Post.
3. Customer then authenticates the user.  Customers could authenticate users by either asking for valid login credentials or by checking for valid session cookies.
4. After authentication, customer provides BrassRing the SSO SAML assertion along with the RelayState sent from Step 2. This is similar to the regular IdP mechanism.
5. If the RelayState value matches with the user information of the user for whom the eLink was sent, the eLink authentication is successful and the eLinked page is presented.
Note: Not all Customer SAML processors support RelayState. Please check with your SAML processor if it supports RelayState.
[bookmark: _Toc378157854]RelayState Definition
RelayState is a term from SAML 2.0 that refers to a parameter supported by SAML bindings that pass SAML messages through a web browser. A request can include this information, and the responder then returns the information with its response, allowing the requester to reconnect the response to any locally-relevant state.

RelayState data MAY be included with a SAML protocol message transmitted with this binding. The value MUST NOT exceed 80 bytes in length and SHOULD be integrity protected by the entity creating the message independent of any other protections that may or may not exist during message transmission.

If a SAML request message is accompanied by RelayState data, then the SAML responder MUST return its SAML protocol response using a binding that also supports a RelayState mechanism, and it MUST place the exact data it received with the request into the corresponding RelayState parameter in the response.

NOTE:  Do not send RelayState on BrassRing SSO assertions.  This tag is to only be used for eLink Authentication.  You will receive an error if RelayState is sent in an assertion other than eLink Authentication.

[bookmark: _Toc378157855]SAML RelayState HTTP Post example
Below is the example on how the SAML RelayState is sent across as a HTTP Post Request from BrassRing. See below in highlighted Red the RelayState data.

GET
idp_id: clientIdp_ID
binding: urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST
POST
SAMLRequest: PHNhbWxwOkF1dGhuUmVxdWVzdCBJRD0iXzc1NjNmODNkLWE3YzktNGY4MC1iZTkxLWM0ZTEwMDBiNDI1YiIgVmVyc2lvbj0iMi4wIiBJc3N1ZUluc3RhbnQ9IjIwMTMtMDEtMzBUMTk6Mzc6MzNaIiBGb3JjZUF1dGhuPSJGYWxzZSIgSXNQYXNzaXZlPSJGYWxzZSIgUHJvdG9jb2xCaW5kaW5nPSJ1cm46b2FzaXM6bmFtZXM6dGM6U0FNTDoyLjA6YmluZGlZXF1ZXN0Pg==
RelayState: 6738

Below is another example on how the SAML RelayState is sent across as a HTTP Post Request from BrassRing. 
SAMLRequest=PHNhbWxwOkF1dGhuUmVxdWVzdCBJRD0iX2I5ZWRmOGM4LTAyZjAtNDMxZS04Nzc5LWQzMzIwNzg1OTYwMSIgVmVyc2lvbj0iMi4wIiBJc3N1ZUluc3RhbnQ9IjIwMTAtMDEtMTNUMTk6MjA6MTZaIiBGb3JjZUF1dGhuPSJGYWxzZSIgSXNQYXNzaXZlPSJGYWxzZSIgUHJvdG9jb2xCaW5kaW5nPSJ1cm46b2FzaXM6bmFtZXM6dGn6U0FNTDoyLjA6YmluZGluZ3M6SFRUUC1QT1NUIiBBc3NlcnRpb25Db25zdW1lclNlcnZpY2VJbmRleD0iMCIgQXNzZXJ0aW9uQ29uc3VtZXJTZXJ2aWNlVVJMPSJodHRwOi8vc3RhZ2luZ3Nzby5icmFzc3JpbmcuY29tL1NTTy9TQU1ML1NBT&RelayState=75611
[bookmark: _Toc378157856]SAML Authentication Request XML for SP Approach for eLinks
Below is the XML sample format for the Authentication Request. 
<samlp:AuthnRequest ID="_7563f83d-a7c9-4f80-be91-c4e1000b425b" Version="2.0" IssueInstant="2013-01-30T19:37:33Z" ForceAuthn="False" IsPassive="False" ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" AssertionConsumerServiceIndex="0" AssertionConsumerServiceURL="https://stagingsso.brassring.com/SSO/SAML/SAML2PageListener/AssertionConsumerService.aspx?binding=urn%3aoasis%3anames%3atc%3aSAML%3a2.0%3abindings%3aHTTP-POST" AttributeConsumingServiceIndex="0" xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">
	<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">https://stagingsso.brassring.com/sso/saml/SAML2PageListener/AuthenticationRequestor.aspx</saml:Issuer>
	<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
		<SignedInfo>
			<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
			<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
			<Reference URI="#_7563f83d-a7c9-4f80-be91-c4e1000b425b">
				<Transforms>
					<Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>
					<Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
						<InclusiveNamespaces PrefixList="#default samlp typens" xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"/>
					</Transform>
				</Transforms>
				<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
				<DigestValue>m4lluknC1mvFgb7TooBIFQsJvVs=</DigestValue>
			</Reference>
		</SignedInfo>
		<SignatureValue>jXEUXf4lDd+vO8H/oIhgX9MFkw846rnu1hlXHv0enjozwMf6ojEVBww1zBO1Q8HM4MA==</SignatureValue>
		<KeyInfo>
			<X509Data>
				<X509Certificate>MIIC6TCCAdWgAwIBAgIQB6aP8xRbh6ZOtBzoTXjI1N3mq7fkb1BtELVwZcVqEM=</X509Certificate>
			</X509Data>
		</KeyInfo>
	</Signature>
	<samlp:NameIDPolicy AllowCreate="False"/>
</samlp:AuthnRequest>
[bookmark: _Toc378157857]Workbench Configuration for eLinks
Workbench is the configuration tool for BrassRing that is used to configure the application. The eLink Authentication setting is controlled using Workbench. A person is required to be Workbench Certified to be able to control these settings.
If the customer’s setting for “eLink Authentication” is set to “Off”, the eLink recipients can access all eLinks whether or not they are the intended recipient and even if they have do not have a BrassRing or Talent Gateway account. This is the default setting.
[image: ElinkOff]
If the customer’s setting for “eLink Authentication” is set to  “On”, the ability to send eLinks to non-system users is eliminated except for the ability to send BLANK forms to a specific candidate (using the candidate's contact email address stored in his/her Talent Record). There is no ability to enter an email address as an eLink recipient.
[image: ElinkOn]
[bookmark: _Toc378157858]

Deep Link Authentication on TGs
Deep Link Authentication allows internal candidates access to links that take them to an SSO enabled Talent Gateway (Internal or Employee Referral) as outlined below:
Search API: Clients using our standard Search API can display job apply links on their own sites (for example: click HERE for all Marketing jobs, or click HERE for all Boston jobs, etc. When clicking HERE the links displayed will be the job specific apply links. These links will take the candidate directly to the job details page where they can click Apply.  However, if the link is for an SSO gateway, the user gets an error message alerting them that it is a restricted site. With the Deep Link support, they would be brought into the SSO gateway instead.
Search Agent emails: If the resulting link is for an SSO gateway then no links will be included in the email. With the Deep Link support turned on, they will now get links that are clickable.
Candidate portal emails: The emails arrive with links in it, but if the link is for an SSO gateway, the user gets an error message alerting them that it is a restricted site. With the Deep Link support, they would be brought into the SSO gateway instead.

TG SSO supports deep links via SP-initiated SSO. The way it works is as follows:  When the user clicks on the link, BrassRing initiates the SP SSO by posting an authorization request to the client’s Identity Provider URL. Also posted is a relay State value (an alphanumeric value) that identifies the Search Page the click is coming from.

The client is responsible for sending the relay state value back as part of the assertion, and populating the Application and SiteId attributes in the Assertion XML accordingly. Then the client submits the Assertion XML and relay state to Kenexa SSO web service so that the user can log in to the TG and access the Search page.



FAQs
[bookmark: _Toc378157859]What are the widely used SAML products used by other customers.
	Product Name
	Vendor
	License
	IdP
	SP
	Other protocols

	ADFS
	Microsoft
	Commercial
	Yes
	Yes
	WS-Federation

	CA Federation Manager
	CA
	Commercial
	Yes
	Yes
	WS-Federation

	ComponentSpace
	Component
	Commercial
	Yes
	Yes
	WS-Federation

	Entrust GetAccess
	Entrust
	Commercial
	Yes
	Yes
	 

	NetWeaver Appserver
	SAP
	Commercial
	Yes
	Yes
	CAS, OpenId, Twitter

	Novell Access Manager
	Novell
	Commercial
	Yes
	Yes
	WS-Security, SAML, Single Sign-on, RBAC

	Oracle Federation Identity
	Oracle
	Commercial
	Yes
	Yes
	 

	Ping Federate
	Ping Federate
	Commercial
	Yes
	Yes
	WS-Federation, WS-Trust, OpenID, Oauth

	Shibboleth
	Internet2
	OSS
	Yes
	Yes
	IdP, SP

	Symplified ONE
	Symplified
	Commercial
	Yes
	Yes
	 

	SiteMinder
	Intel
	Commercial
	Yes
	Yes
	WS-Federation, WS-Trust, OpenID, Oauth

	Tivoli Federated Identity Manager
	IBM
	Commercial
	Yes
	Yes
	WS-Federation, OpenID, Liberty, InfoCard

	WebSphere
	IBM
	Commercial
	Yes
	Yes
	WS-Federation, WS-Trust, OpenID, Oauth


[bookmark: _Toc378157860]What platform does the BrassRing application and the Talent Gateway run?
Microsoft .NET and primarily ASP and ASP.NET on the presentation layer
[bookmark: _Toc378157861]Does BrassRing support SAML 1.1 Tokens?
No. BrassRing SAML implementation is based on SAML 2.0. SAML 1.1 is an outdated technology and is no longer an industry standard for SAML. Some older ADFS Security Token Service still run SAML 1.1 but BrassRing does not support and is not compatible with SAML 1.1 technology.  
[bookmark: _Toc378157862]Has BrassRing been implemented with federated proxy solutions i.e. PingFederate. Tivoli, etc.
Yes.  We have implemented SSO solutions with the above SAML products as well as SiteMinder, Component Space, IBM Websphere and Shibboleth.
[bookmark: _Toc378157863]What federated protocols does BrassRing support i.e. SAML 1.1, SAML 2.0, WS-Fed
SAML 2.0 is the protocol used.
[bookmark: _Toc378157864]How does BrassRing SSO handle external users (i.e. users that haven’t authenticated internally)? 
The way any SSO supports an end user sitting outside their own network is as follows. The end user has access to the Internet via a public network such as in a Wireless network in a Café. They try to access the SSO landing page provided by their internal Network Administrator specifically for end users outside the Intranet. The SSO landing page is an internal Customer implementation that authenticates the end user first and initiates the SSO request to BrassRing with the credentials. The end user is thus, able to SSO into BrassRing while is outside the company’s network.


[bookmark: _Toc378157865]Notices
This information was developed for products and services offered in the U.S.A and other countries. Consult your local IBM representative for information on the products and services currently available in your area. Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM product, program, or service may be used. Any functionally equivalent product, program, or service that does not infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.
IBM may have patents or pending patent applications covering subject matter described in this document. The furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing, to:
IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A.
For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property Department in your country or send inquiries, in writing, to:
Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan Ltd.
1623-14, Shimotsuruma, Yamato-shi
Kanagawa 242-8502 Japan
The following paragraph does not apply to the United Kingdom or any other country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 
Some states do not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply to you.
This information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new editions of the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice.
Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk. IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring any obligation to you. 


Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of information between independently created programs and other programs (including this one) and (ii) the mutual use of the information which has been exchanged, should contact:
IBM Corporation
5 Technology Park Drive
Westford Technology Park
Westford, MA 01886

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of a fee.
The licensed program described in this information and all licensed material available for it are provided by IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement, or any equivalent agreement between us.
Any performance data contained herein was determined in a controlled environment. Therefore, the results obtained in other operating environments may vary significantly. Some measurements may have been made on development-level systems and there is no guarantee that these measurements will be the same on generally available systems. Furthermore, some measurements may have been estimated through extrapolation. Actual results may vary. Users of this document should verify the applicable data for their specific environment. 
Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
All statements regarding IBM's future direction or intent are subject to change or withdrawal without notice, and represent goals and objectives only. All IBM prices shown are IBM's suggested retail prices, are current and are subject to change without notice. Dealer prices may vary.
This information is for planning purposes only. The information herein is subject to change before the products described become available.
This information contains examples of data and reports used in daily business operations. To illustrate them as completely as possible, the examples include the names of individuals, companies, brands, and products. All of these names are fictitious and any similarity to the names and addresses used by an actual business enterprise is entirely coincidental.
[bookmark: _Toc378157866]Trademarks
These terms are trademarks of International Business Machines Corporation in the United States, other countries, or both:
IBM
AIX
Sametime
WebSphere
Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.
Microsoft and Windows are registered trademarks of Microsoft Corporation in the United States, other countries, or both.
Linux is a trademark of Linus Torvalds in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.
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