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Approval Routing — Req Subsidiary Forms

This feature extends sequential approval and approval routing support for req subsidiary forms.

Product P 2x BrassRing “” Agency Manager
" New Ul "~ Data Insight Tool
"~ Workbench Self-Service “~ SmartApproval
°” Talent Gateways °~ Other

" No —requires specific conditions / configuration for visibility.

Visible Changes
b Yes — details in Visible Changes document sent for each release build.

How do | get this " Automatic — see details below.
feature? b Specific conditions required — see details below.
" Configuration required — contact your CSC for implementation details.

Feature Description

Sequential approval with approval routing is now supported for Req subsidiary forms in 2xB as well as on mobile
devices for 2x Mobile®.

The following figure shows a sample approval section for a user adding/editing a req subsidiary form configured
in Workbench for sequential approvals.

To support this feature, a new Form Approval column appears in the req subsidiary form grid when viewing the
form. The column appears regardless of whether sequential approval has been enabled or not, though it is

empty when not enabled.
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Users cannot delete a req sub form while it is pending approval.

How Do Clients Get this Feature?

This feature is controlled by Workbench req sub form attribute and 2x Mobile field settings in Workbench.
Please contact your CSC or Certified Workbench User for more information.

Workbench Self-Service Certified Users

You enable approvals for a req sub form in Workbench via Edit form attributes, with an option to select

sequential routing.

You also configure the req subsidiary form fields that support approvals for mobile devices in Workbench, via
Define mobile display fields. (Process is identical to candidate form field approval selection.)

To enable approvals:

1. Select Tools > Forms > Reqgs > Req subsidiary forms > Add new form / [select form] Edit form

attributes
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4 Edit form attributes Audit Trail

*Database title

siddiregsubform

@ Title |siddireqsubform [English {US]]
Disclaimer siddiregsubform [English (US]]
E-mail ; .
spothuganti@kenexa com sparate multiple addresses with commas.

*Approval process ) g @ Sequential

*Form murtlples ® Single per re (] -sf—
O Multiple per req

Form field alignment G pefayit O Left

[ Save ] [ Revert to saved ] [ Cancel ]

2. Select Sequential, and Single per req (only Single per req forms are allowed with approval routing).
3. Save the form.
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4. Next, select Tools > Forms > Reqs > Req subsidiary forms > [select form] > Edit form approvals.

Edit form approvals Audit Trail
M
E?pbplinve,f[}ecline text area field |REESU|"| far selection |[Eng|ish (usi]
abel:

Approve/Decline text area field

input value is: | Required for Approve only V|

Send approval notification? O ves @ No L4

Users selected in req/form
Specific system user

Send decline notification? Oives @ No

® Approval routing instructions: [English (Us)]

{This text will appear at the top of the approval routing
pages. )

Approval routing order <siddiregsubform>

Approver Routing order

Finance
CEQ/MD

HR Manager

Dpt Manager

[ Save l [ Revert to Saved ] [ Cancel

5. Complete the approval options and save the form.
To configure mobile device fields:
1. Select Tools > Forms > Regs > Req subsidiary forms > [select form] > Define mobile display fields.

Tools | Training | Admin

Actions » Requisition subsidiary forms

Add new form + View: [ Active forms | Inactive forms ]
Translate form 5 Showing 4 forms

Inactivate G) O ca_req_cost_sum @ f
Delete ﬁ ) 5
Bublich req . O MX_Recruiter_Workload &g f
| (0 RegCancelForm Ee &g f
)  ReqChangeForm B & f
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2. On the Define Mobile Display screen, select fields to display for approvers from the active fields, and save.
(? Define Mobile Display Req Subsidiary Form Fields

Up to 100 fields per req subsidiary form are allowed for mobile display

Available fields Selected fields

Save ] [ Reset to saved ] [ Cancel
-— ]
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Automation Manager — Notifying Recruiter or Hiring
Manager

Workbench Administrators can now select an auto-fill form field where the source is the standard req Recruiter
or Hiring Manager field for Automation Manager (AM) trigger notification emails.

Product M 2x BrassRing O Agency Manager
O New UI O Data Insight Tool
O Workbench Self-Service O SmartApproval
O Talent Gateways M Automation Manager

Visible Changes B No —requires specific conditions / configuration for visibility.
O Yes — details in Visible Changes document sent for each release build.

How do | get this [0 Automatic — see details below.
feature? M Specific conditions required — see details below.
O Configuration required — contact your CSC for implementation details.

Feature Description

New functionality allows the Workbench Administrator to select a an auto-fill form field where the source is the
standard req Recruiter or Hiring Manager field for Automation Manager (AM) trigger notification emails.

These fields are available for the following Automation Manager trigger types:

Assessments

Candidate HR Status - send Talent Record
Candidate HR Status Aging

Disposition Hired Candidates across all Requisitions
HR Status update - notify candidate

For all other Automation Manager Trigger types, the field and field label and Select box are hidden.

How Do Clients Get this Feature?

This feature is enabled in Workbench. Please contact your CSC or certified Workbench Self-Service user for
more information.

Workbench Self-Service Certified Users

To configure the Recruiter or Hiring Manager auto-fill form fields in Automation Manager:

1. InWB Select Tools -> Automation Manager > Admin > Add new trigger/Edit Trigger > Configure
Notification tab
Where trigger type can be:
0 Assessments
Candidate HR Status - send Talent Record
Candidate HR Status Aging
Disposition Hired Candidates across all Requisitions
HR Status update - notify candidate

O o0O0oO0
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2. Select the Configure Notifications tab.
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3. Select the Users selected in form fields... checkbox in the Select Recipients area and click Select >> .

The Search for Form fields dialog box displays.

Q. Search for Form fields

Available

[D020ct2008MulPerCndReq] AutofillFromUse &
[D27051620_RaSubFrm] D2
[DSPCR-SegAppr] AutofillFramllser

[Form with Approval] Manager

[HRIS Integration_CandidateForm] Manager
[HRIZ Integration_CandidateF arm] Recruiter
[Interview Feedback] Hiring_Manager
[KM_Candidate_Form] Manager
[lalitharegsubform] adutofil
[WADIA_CandForm_AutoFilledxxxxx] AF_Re
[NADIA CandForm_AutoFilledxxxxx] AF Re
[OnceperCandperReq] MANAGER

[Single per Candidate per Req] AutaFillOne
[Single per Candidate per Req] AutaFillTwa

M menm Faveen] Dameitaehlame s

»
A
|
Remaove

Enter search criteria

& Starts {0 Contains

M
[ Search
Selasted
[Eva-form] Manager_auto
[Eva-form] Recruiter_Auto
|
b

[ Submit

I

Select the desired recipients. Automation Manager will send the communication to the user selected on the

form with the auto-fill field. Any changes to the user on the form after being auto-filled will be picked up, so
the most “current” user will be the one to receive the communication.

5. Click Submit.
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Accessing the Services

This section describes the addresses for the services used by the Candidate API features. Clients need
to be provided with a shared key that Kenexa creates. Your Kenexa consultant should submit a
maintenance ticket s to the 2xB Integration team requesting the creation of the key.

Message Router Addresses

The message router addresses you need to invoke to get search results are as follows:
Staging Environment:
http://stagingimport.brassring.com/WebRouter/WebRouter.asmx

Production Environment:
http://Import.brassring.com/WebRouter/\WebRouter.asmx

Web Service Description Language Paths
The Web Service Description Language (WSDL) paths for message router web services are as
follows:
Staging Environment:
http://stagingimport.brassring.com/WebRouter/WebRouter.asmx?wsdl

Production Environment:;
http://Import.brassring.com/WebRouter/WebRouter.asmx?wsdl

Example XMLs

This section provides examples of the full Encrypted and Decrypted Request XML along with specific
request and result structure for the various defined methods.

Sample Encrypted Request XML
<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<I--Valid id of an Enterprise (KRB) user. To be provided by our implementation team -->
<ld>4873</1d>
<l-- Encrypted string to identify the client. To be provided by our implementation team -->
<Credential>1sU9JELZ8z9tPsHW8FDjyw==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="data">
<Transactld>11/17/2008</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>

13 of 318
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</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData xmIns="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element" Encoding="utf-8">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-chc"/>
<ds:Keylnfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<I-- KeyName to be supplied to client by our implementation team -->
<ds:KeyName>Integration</ds:KeyName>
</ds:KeylInfo>
<CipherData>
<I-- CypherValue consists of 16 bytes of iv factor, plus AES encrypted string (Unit node in
clear text example) -->
<CipherValue>
eGNLQUd4dzB2UDgzWIUbDIXWDFUdz09anYOLzc5R2ZqUXpjemEra2FCc3FFZENPSVIKCXdAMOWHER1Yvcj
VATDdDVjRpOTINeW1HVWIQNFYyRW4zSVUrdKkILYUdwTFErcTduMU9aakEd0U1p6M3JldDZidDdrRVRFOXg
2STEvdIMVUEIST3VEBUIWMmMXxPSTUOM1RCRMJ4dzRXRWINStCNEIsQUIIcVVoTncvSIFacDIkz051a083MS
8rbjkzNkoxSEFXMkdmZGxHeUVINzB3TVUxYX0o1dWFTYWtIK2RWbERPcm5BQTBHU2dBeDE2YkIpdUFIMXR
3Q1BITjBWVEIBSNFMS3BYSEITaFRpUXpISHY2QjRNUUSNUNpYSjhtNIdaVitzeU1TM1diU1VPa2s5L3BQNmM5
LbnczczZRMY2NIZDJYbkVrdDZ1RXd1S3dGS1AS5Y[jZ2SFIwYnRmMUcwTEpKS1IwamthWKRENWpaejV1Y1Rsa
GhFS3NJOE5LU1IhNDRLVEIUUZV5ajRtOWOUZWZmYitaYnpKQ2RTRU1Zc1pFMO9ESithTWINSVYzdUFRUTO
9</CipherValue>
</CipherData>
</EncryptedData>
</Unit>
</Envelope>

Sample Decrypted Request XML
<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<|d>10540</1d>
<Credential>11721</Credential>
</Sender>
<Transactinfo transactType="data" transactld="075cbfe6-b9dc-49f9-8f12-8eae62b62055">
<Transactld>10/24/2008</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="AuthenticateTGUser">
<Packet>
<PacketInfo packetType="data">
<packetld>1</packetld>
</PacketInfo>
<Payload>
<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<Username></Username>
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<Password></Password>
</InputString>
</Payload>
</Packet>
</Unit>
</Envelope>

Full Encrypted Results XML
<?xml version="1.0" encoding="utf-8"?>
<I-- edited with XML Spy v3.5 NT (http://www.xmlspy.com) by () -->
<Envelope version="01.00">
<Sender>
<ld>QE</Id>
<Credential>AXcON72IF+3UhS8HUZg+FA==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="c67f4099-52ba-4343-8daf-065b654abbef">
<Transactld>4/26/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<ds:Keylnfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:Keylnfo>
<CipherData>

<CipherValue>R2syOUNQqVGIHelpPM0ZWZUpLUW8rZz09MWNIaWd3eDIPOHhSTE1LaGNQSGZRUVN5
SmVPRUZORW1hTm1WOS8vSVFMdXRtWkk4TIZvU2hCUlo4RzAOdIFTCWIPQ2xONUhGYVUWWVZIWkYwd
2YxcnRIZO1IcFNGNzEveG1zRExrMORPbHhySFBFdytENDdBRUJzQNRiSW5tczcOeitWRXcOczFvVVg4aC94dF
dKSGAGM1liVUZwWWKItQ212Y2hyalhIcIRIWEK2RXInaVIDM2FIUVpLMZzBLZXF2d29EKONNneFpEQO55Z3NiTV
NSTU85d1BWTFZ3ZIdKRDVSclArSONndXFgZDZvY2NQd2hwalFpODIoQTd1d25FQi%aWjN4cnMwVUp3KzVt
U3IUeXZ4R2hWYjVoUCtHL3ZsOVVJejBTQm5gbjRaclivejdOMVVzVmQ5ULFRZ3p6 Tmd5RVFhTGRreTBTen
dYWEpYalhQRVRZWjdHMXN2NVZ4UG1GaWw1Z3JsTHRFbzMxVndMUk1na302N2xWZjVnLOU2cEVOZ3N
LRWpKTXdsTFBIR1ZFTEIVBEIKb2xXckNOQVF5UEN3Y3JUMKREWGA4rSUVMVXBIVWFrLOMOcOYxZ1oralowS
EOWSzRYOTB1YTIHOVRZYOhhb2RmOGZzblo3MWpOYkpNS1RpVCttZKRUTNB2WHNFVFN2M2dKd3NYY2w
2Z2RVMFMxSHBMRVZpNHJuc1NwaUxUOThyQk1na2Jhb TNQT]ILYzIoKORLAIFYWDdtUWVMMHZCdUhMY
U5VZ2VLRKVEUNQxaWpIMm5XM3ptMHdBbUcrbHd5ZVFMaHVCZFIBdkluVkJIFaOltalNKd2QxN3JNaUE50
TFLUUNSR2xJY1kyVmFHNWB80RzJQQVBhdIE3Z2IrZEhMLO5NNjZYZ3dIYWRWTCITUnJoZ2FpQUVXW|BGVz
Q5YIVBbVZQUEOWUGXlamJXUDMOSE5YY|jlsbh1A2V1hOME1rT2V6bjdKeUttbji2M 1huejhCTko4QjRIUSt1U2
1wUIhTYTIzMIJ4UjU3SmtyZ2VrL0QzQORUWTcyaHkxU200a3JjcWJONmMRtUONGcWIMSXpqYVg5NFRIOHIQ
VKNPTHRmVIFOZ3IwUjVVMURIZ3hJUWIZRUZqVVd4QmVyWDhleC82MzJUWjImVWxZOStIQ2E3djzjdUh
WaWF6V3IvwWIM2RkVzY1Rxc3dBZmh2SDV5YnZWbC9YSURWQ2VsWijdrcjFhMEFOaEIMbkIWcIFhSjZEVKZRb
k1Vd2Vudi9VQjk1WEI1bTFVeGFCdVJIUDdjVXhXOS80T1IiNjVganJhRVIIRVV3TUSIOTZjSGtTQmMIWQUISQXI
zbzdRajIGSWhncFZyRINtTXYOSmOhMFZPVWNCZIB1ZEFoeHVIVytoTHIpakkvZDRQWXpyb2V5azgvVFc5ZG
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hnOTFhRUVCZUVUakFGeXJheXNiNlo5ZmJ4MU9DZG9veXI0dm15ZDNaR2tVZTVOQVVXRStiIU3A3R1F3QmM
w2TVRUencvVHVUVE8XxeEIXSXYVMGtLUjdDWFRTTzdrejNYVESHQMOVTTB2L2k4SHc2UEdzZWKFhWjhXWU
ZhcnJYSG92TnBLOURIQ1FUb3Nya2swVIQWVENhcldCTWpnbnICVOhOTEYVTGIOb1NCZ3hSemN3bUSXUEF
FczhxS1JPNk1DOERUZWd1bTNNRmMxuQWRKQWNNATh1MERIeE91c29BTHBVTXZZSmdwd1Q0YmIhZGOXR
WdAYWGOWN2pWT]IRTk83VIcwUmwzcUZKWESOYjAXWGhrY0d4SUNXxMmNsdU50TDI6OWtVTDdpdmdKb
EdwSVoyeEpnQTJucOMS5cktHULINWUMLIMN3hzYK5ScFRZWNnM1UmI2TWU4NUtRMOhFazM3d1VMci9Mc
0VuzkJpcnd4OTIrZVMrMTFCTmMRVT1VhemkzeU5YbVI4AWkhHd2JaaW9qWFk1bEROWId4cDRFADIBRWpm
NDhrTFh0Z3dhNEUSdDFFV1VINIMVUUw3MXNQSIpGeDhRAOVFCjRrNHFwenRIRXhPZHZIWNnduVzVKkM3ZG
eGF2b2VVNIVWTTErVHJaS3dwMONYQUMvUTO09</CipherValue>
</CipherData>
</EncryptedData>
<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

Authenticate User XML
<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<ld>10540</1d>
<Credential>11721</Credential>
</Sender>
<Transactinfo transactType="data" transactld="075cbfe6-b9dc-49f9-8f12-8eae62b62055">
<Transactld>10/24/2008</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="AuthenticateTGUser">
<Packet>
<PacketInfo packetType="data">
<packetld>1</packetld>
</PacketInfo>
<Payload>
<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<Username></Username>
<Password></Password>
</InputString>

©Kenexa® 2011. All Rights Reserved 16 of 318 4



</Payload>
</Packet>
</Unit>
</Envelope>

SSO Support
To Support SSO TGs, we are using existing APl (Authenticate User) where user has to send the
Client Id / Site 1d / SSO ID and we will generate the new user at our end and then send the
Authentication Token back to client. Client can use that token to access other APIs.
Input String
<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<SSOID></SSOID>
</InputString>

Business Rules:
For SSO support, we are using existing Authenticate User APl with addition of new node
called SSOSessionID, which will have valid SSO Session ID.
If we don’t find entries for that SSOSessionID in our system we will treate that as new user
and create a new user and send Authentication Token which is used to access other API
calls.

Input to Candidate Web Service

<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<ld>10540</1d>
<Credential>11721</Credential>
</Sender>
<Transactinfo transactType="data" transactld="075cbfe6-b9dc-49f9-8f12-8eae62b62055">
<Transactld>10/24/2008</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="AuthenticateTGUser">
<Packet>
<PacketInfo packetType="data">
<packetld>1</packetid>
</Packetinfo>
<Payload>
<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<SSOID></SSOID>
</InputString>
</Payload>
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</Packet>
</Unit>
</Envelope>

Final Output from Candidate Web Service

<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<ld>1364</Id>
<Credential>1sU9JELZ8z9tPsHW8FDjyw==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="2347cf88-3c8d-4f6¢c-ab51-bfa0679f2bbe">
<Transactld>7/1/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</TransactInfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-
8" xmlIns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-
cbc"/>
<ds:Keylnfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:Keylnfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="AuthenticateTGUser">
<Packet>
<PacketInfo packetType="data"
encrypted="yes">
<packetld>1</packetid>
</Packetinfo>
<Payload>
<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<SSOID></SSOID>
</InputString>
<ResultSet>

<AuthenticationStatus></AuthenticationStatus>
<AuthenticationToken></AuthenticationToken>

</ResultSet>
</Payload>
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<Status>
<Code>200</Code>

<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully
processed without error.</LongDescription>
</Status>
</Packet>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully
processed without error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without
errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

New User Creation

This API allows client to create a total new TG user and then use that to login to TG or access
other APIs by requesting Authenticate Token.

Input String

<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<Username></Username>
<Password></Password>
<SecurityQuestion></SecurityQuestion>
<SecurityQuestionAnswer></SecurityQuestionAnswer>
</InputString>
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Input to Candidate Web Service

<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<ld>10540</1d>
<Credential>11721</Credential>
</Sender>
<Transactinfo transactType="data" transactld="075cbfe6-b9dc-49f9-8f12-8eae62b62055">
<Transactld>10/24/2008</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="AuthenticateTGUser">

<Packet>
<PacketInfo packetType="data">
<packetld>1</packetld>
</Packetinfo>
<Payload>
<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<Username></Username>
<Password></Password>
<SecurityQuestion></SecurityQuestion>
<SecurityQuestionAnswer></SecurityQuestionAnswer>
</InputString>
</Payload>
</Packet>
</Unit>
</Envelope>

Business Rules:

For new user creation we will follow the same rules and validation which we are following
today when user creates new account in TG as we are using the same functions which TG uses
today

Final Output from Candidate Web Service

<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<ld>1364</Id>
<Credential>1sU9JELZ8z9tPsHW8FDjyw==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="2347cf88-3c8d-4f6¢c-ab51-bfa0679f2bbe">
<Transactld>7/1/2011</Transactld>
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<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-
8" xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-
cbc"/>
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmIdsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:KeyInfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="CreateUser">
<Packet>
<PacketInfo packetType="data"
encrypted="yes">
<packetld>1</packetid>
</Packetinfo>
<Payload>
<InputString>
<Clientld></Clientld>
<Siteld></Siteld>
<Username></Username>
<Password></Password>

<SecurityQuestion></SecurityQuestion>

<SecurityQuestionAnswer></SecurityQuestionAnswer>
</InputString>
<ResultSet>

<AuthenticationStatus>0</AuthenticationStatus>

<AuthenticationToken>3bbaal0e-e596-4f46-b772-624ae49475d6</AuthenticationToken>
</ResultSet>
</Payload>
<Status>
<Code>200</Code>

<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully
processed without error.</LongDescription>

</Status>

</Packet>

<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
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<LongDescription>Call was successfully
processed without error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without
errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

Access Page Result XML

Modified Input String

<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-4d916f287d98</AuthenticationToken>
<DestinationPage>0</DestinationPage>
<I-- HomePage = 0,SearchOpenings = 1,EditProfile = 2,StatusCheck = 3,ResumeManager =

4,AgentManager = 5,JobCart = 6,SavedDrafts = 7,Logout = 8,SubmitNow = 9 -->

</InputString>

Results XML
<?xml version="1.0" encoding="utf-8"?>
<I-- edited with XML Spy v3.5 NT (http://www.xmlspy.com) by () -->
<Envelope version="01.00">
<Sender>
<ld>QE</Id>
<Credential>AXcON72IF+3UhS8HUZg+FA==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="bdd18f76-abb1-4097-ae60-9660e61ae85c">
<Transactld>4/26/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
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<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<ds:Keylnfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:KeylInfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="AccessTGPage">
<Packet>
<PacketInfo packetType="data" encrypted="yes">
<packetld>1</packetld>
</Packetinfo>
<Payload>
<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-
4d916f287d98</AuthenticationToken>
<DestinationPage>0</DestinationPage>
<l-- HomePage = 0,SearchOpenings = 1,EditProfile =
2,StatusCheck = 3,ResumeManager = 4,AgentManager = 5,JobCart = 6,SavedDrafts = 7,Logout =
8,SubmitNow =9 -->
</InputString>
<ResultSet>
<RedirectURL>https://sqa-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SBeuHiNco
%2fAyx63VjjIb6 TNzQe%2fAd517PnISqyWxMyVy%2befTmM2x%0d%0azuiU4cWzmgxB%2bUHoJh9GWO
WbO1rDORaKcexxGTj9BBktYK2u2rUCxXCvwOTdi90G4j%2bkCbUhBZp3F%0d%0alT54n09%2bpxN2tUk%2f
Hc4zRMGhv18upixQGQY%2fW9IbK2RnvpywSuHGs2FXgxhz9tgshrKyEiBvU%2bHJYx%0d%0axaDw5kPwosX
Vt3akng%3d%3d</RedirectURL>
</ResultSet>
</Payload>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Packet>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
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<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

Reset Password XML

only required if authenticate user call returns code/message: 204: The login was successful,

however a password reset is required to request any pages.

Input String:

<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-4d916f287d98</AuthenticationToken>
<OldPassword>password!</OldPassword>
<NewPassword>password@</NewPassword>

</InputString>

<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<Id>QE</Id>
<Credential>AXcON72IF+3UhS8HUZqg+FA==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="2fbfb764-8dd2-4767-8842-6c07fac315a0">
<Transactld>4/26/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<ds:Keylnfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:KeyInfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="ResetTGPassword">
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<Packet>
<PacketInfo packetType="data" encrypted="yes">
<packetld>1</packetid>
</PacketInfo>
<Payload>
<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-
4d916f287d98</AuthenticationToken>
<OldPassword>password!</OldPassword>
<NewPassword>password@</NewPassword>
</InputString>
<ResultSet/>
</Payload>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Packet>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

API Results XML
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Resumes — Method “GetResumelist”

Uses input string:

<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-4d916f287d98</AuthenticationToken>

</InputString>

<ResultSet>
<Resumes>
<Resume Language="1">
<Resumeld>1</Resumeld>
<ResumeDisplayName></ResumeDisplayName>
<ResumelLink></ResumeLink>
<ResumeRevised>MM/DD/YYYY</ResumeRevised>
<AppliedJobs>
<Job>
<JobID></JoblID>
<JobTitle></JobTitle>
<JobLink></JobLink>
<CoverlLetterID>1</CoverLetter|D>
<CoverlLetterName></CoverLetterName>
<DateSubmitted></DateSubmitted>
</Job>
</AppliedJobs>
</Resume>
</Resumes>
</ResultSet>

Full Decrypted Results

<?xml version="1.0" encoding="utf-8"?>
<I-- edited with XML Spy v3.5 NT (http://www.xmlspy.com) by () -->
<Envelope version="01.00">
<Sender>
<ld>QE</Id>
<Credential>AXcON72IF+3UhS8HUZg+FA==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="230d6ba9-6e79-4ech-88b8-69bf8c650e02">
<Transactld>4/26/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<ds:KeylInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
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<ds:KeyName>Integration</ds:KeyName>
</ds:KeylInfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="GetResumeList">
<Packet>
<Packetinfo packetType="data" encrypted="yes">
<packetld>1</packetld>
</Packetinfo>
<Payload>
<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-
4d916f287d98</AuthenticationToken>
</InputString>
<ResultSet>
<resumes>
<resume>
<resumename>My resume/CV</resumename>
<resumeurl>https://sqa-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SBeuHiNco
%2fAyx63VjjIb6TNzQe%2fAd517PniSqyWxMyVy%2befTmM2x%0d%0aZuiu4cWzmgxB%2bUHoJh9GWO
WbO1rDORaKexxGTj9BBktYK2u2rUCxXCvwOTdi90G4j%2bkCbUhBZnAw%0d%0aThw2eyinuHXxQmmBg4oi
GasWaOWko2C2JRFGYcP1In%2bpsL0le1D%2bAIHZs7dJTy2DajW4Xci93UvHZ%0d%0a8IErtzz3Dleu42Rd0
491U%2bYFE040mkCC7xB8ckAyfIRin67uFdYpGIS%2fzQUj</resumeurl>
<resumerevised>12/6/2010</resumerevised>
<defaultresume>true</defaultresume>
<jobs>
<job>

<jobrequisitionid>164BR</jobrequisitionid>
<jobstatus>Open</jobstatus>
<jobtitle>System
Developer</jobtitle>
<url>https://sqa-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SBeuHiNco
%2fAyx63VjjIb6TNzQe%2fAd517PnISqyWxMyVy%2befTmM2x%0d%0aZuiU4cWzmgxB%2bUHoJh9GWO
WbO1rDORaKexxGTj9BBktYK2u2rUCxXCvwOTdi90G4j%2bkCbhUhBZjPA%0d%0agbOfK3X79KwyIBbfhWNTO
k4668e)%2bmJWZR1TcT4TFrkoDLC2G4P6F8yKM3hdFIEIdGMQxmLZO08f%0d%0ausQ5YtFmG2PrfhiKVH
ARcwz29j86nND9LHue61M%3d</url>
<datesubmitted>11/11/2010
12:28:00 PM</datesubmitted>
</job>
</jobs>
</resume>
<resume>
<resumename>My
resume/CV2</resumename>
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<resumeurl>https://sqa-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?g=%5eudzQFPVk94hM37MiZWaGjTn1SBeuHiNco
%2fAyx63VjjIb6 TNzQe%2fAd517PnJSqyWxMyVy%2befTmM2x%0d%0aZuiU4cWzmgxB%2bUHoJh9GWO
WbO1rDORaKcxxGTj9BBktYK2u2rUCxXCvwwOTdi90G4j%2bkCbUhBZnAw%0d%0aThw2eyinuHxQmmBg4oi
GasWaOWko2C2JRFGYcP1In%2bpsLO0le1D%2bAIHZs7dJTy2DajW4Xci93UvHZ%0d%0a8IErtzz7Nix1x9Fvnit
7yf07elianxIs%2bpYybAa%2foHYFHjF16zg8Qnlelmj7</resumeurl>

<resumerevised>12/6/2010</resumerevised>

<defaultresume>false</defaultresume>

<jobs/>

</resume>
<resume>

<resumename>My
resume/CV3</resumename>

<resumeurl>https://sga-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SBeuHiNco
%2fAyx63VjjIb6TNzQe%2fAd517PnISqyWxMyVy%2befTmM2x%0d%0aZuiU4cWzmgxB%2bUHoJh9GWO
WbO1rDORaKexxGTj9BBktYK2u2rUCxXCvwOTdi90G4j%2bkCbUhBZnAw%0d%0aThw2eyinuHxQmmBg4oi
GgsWaOWko2C2JRFGYcP1In%2bpsL0le1D%2bAIHZs7dJTy2DajW4aXci93UvHZ%0d%0a8IErtzz7Nix1x9Fvnk
0ieVLHOzvG43FcNe%2brTkIIkBAQL19XjFA%3d%3d</resumeurl>

<resumerevised>12/6/2010</resumerevised>

<defaultresume>false</defaultresume>

<jobs/>
</resume>
</resumes>
</ResultSet>
</Payload>
<Status>
<Code>200</Code>

<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Packet>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without errors.</ShortDescription>
<LongDescription/>
</Status>
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</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

Jobs in Job Cart — Method “GetJobCart”

Uses input string:

<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-4d916f287d98</AuthenticationToken>

</InputString>

<ResultSet>
<jobs>
<job>
<jobrequisitionid></jobrequisitionid>
<jobstatus> </jobstatus>
<jobtitle> </jobtitle>
<url></url>
<dateadded></dateadded>
</job>
</jobs>
</ResultSet>

Full Decrypted Results

<?xml version="1.0" encoding="utf-8"?>
<I-- edited with XML Spy v3.5 NT (http://www.xmlspy.com) by () -->
<Envelope version="01.00">
<Sender>
<ld>QE</Id>
<Credential>AXcON72IF+3UhS8HUZq+FA==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="6ffa59bf-6271-4dd9-b89f-5523c809d43b">
<Transactld>4/26/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
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<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:Keylnfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="GetJobCart">
<Packet>
<PacketInfo packetType="data" encrypted="yes">
<packetld>1</packetld>
</PacketInfo>
<Payload>
<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-
4d916f287d98</AuthenticationToken>
</InputString>
<ResultSet>
<jobs>
<job>
<jobrequisitionid>165BR</jobrequisitionid>
<jobstatus>Open</jobstatus>
<jobtitle>A&amp;E Writer &amp; Editor</jobtitle>
<url>https://sqa-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SBeuHiNco
%2fAyx63VjjIb6 TNzQe%2fAd517PnISqyWxMyVy%2befTmM2x%0d%0aZuiU4cWzmgxB%2bUHoJh9GWO
WbO1rDORaKexxGTj9BBktYK2u2rUCxXCvwOTdi90G4j%2bkCbhUhBZjPA%0d%0aqbOfK3X79KwyIBbfhWNTO
k4668eJ%2bmJWZR1TcT4TFrkoDLC2G4P6F8yKM3hdFgvOwZueKe0JONSM%0d%0aRwhv7uEFalYeaFTfIXz
mI%2bP5LCRvubUwW18RymiA%3d</url>
<dateadded>11/18/2010</dateadded>
</job>
</jobs>
</ResultSet>
</Payload>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without error.</LongDescription>
</Status>
</Packet>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
<Status>
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<Code>200</Code>
<ShortDescription>Message decrypted and processed without errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

Job Status — Method “GetStatusCheck”

Uses input string:

<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-4d916f287d98</AuthenticationToken>

</InputString>

<ResultSet>
<Jobs>
<Job>
<Jobsubmissiondate></Jobsubmissiondate>
<JobrequisitionID></JobrequisitionID>
<Jobtitle> </Jobtitle>
<jobstatus> </jobstatus>
<Jobstatusdate></Jobstatusdate>
<url></url>
<HRstatus> </HRstatus>
<HRstatusdate></HRstatusdate>
</Job>
</Jobs>
</ResultSet>

Full Decrypted Results

<?xml version="1.0" encoding="utf-8"?>
<I-- edited with XML Spy v3.5 NT (http://www.xmlspy.com) by () -->
<Envelope version="01.00">
<Sender>
<ld>QE</Id>
<Credential>AXcON72IF+3UhS8HUZq+FA==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="3c54ee09-e0ee-4a6a-8227-1a3cc6522c4a">
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<Transactld>4/26/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:KeyInfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="GetStatusCheck">
<Packet>
<PacketInfo packetType="data" encrypted="yes">
<packetld>1</packetid>
</PacketInfo>
<Payload>
<InputString>
<AuthenticationToken>fa7309b1-46f0-4176-891d-
4d916f287d98</AuthenticationToken>
</InputString>
<ResultSet>
<jobs>
<job>
<jobsubmissiondate>11/11/2010</jobsubmissiondate>
<jobrequisitionid>164BR</jobrequisitionid>
<jobtitle>System Developer</jobtitle>
<jobstatus>Open</jobstatus>
<url>https://sqa-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SBeuHiNco
%2fAyx63VjjIb6 TNzQe%2fAd517PnISqyWxMyVy%2befTmM2x%0d%0azuiU4cWzmgxB%2bUHoJh9GWO
WbO1rDORaKcxxGTj9BBktYK2u2rUCxXCvwOTdi90G4j%2bkCbUhBZjPA%0d%0aqbOfK3X79KwyIBbfhWNTO
k4668eJ%2bmIWZR1TcT4TFrkoDLC2G4P6F8yKM3hdFqvOwZueKe0JONSM%0d%0aRwhv7uEFalYeaFTfIXz
ml%2bP5LCRvubUwW18RymiA%3d</url>
<jobstatusdate>03/08/2011</jobstatusdate>
<hrstatus>Phone Screen</hrstatus>
<hrstatusdate>11/11/2010</hrstatusdate>
</job>
</jobs>
</ResultSet>
</Payload>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without error.</LongDescription>
</Status>
</Packet>
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<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>All units are processed with success codes</LongDescription>
</Status>
</Envelope>

Communications History — Method “GetCommunicationsHistory”

Modified Input XML

<Payload>
<InputString>
<AuthenticationToken/>
<PageNumber></PageNumber>
<ReturnMessagesCount></ReturnMessagesCount>
</InputString>
</Payload>

Results XML

<ResultSet>
<Messages>
<Message>

<CorrespondencelD>12345</CorrespondencelD>
<Date>MM/DD/YYYY</Date>
<JoblD></JobID>
<JobTitle></JobTitle>
<From></From>
<TemplateName></TemplateName>
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<Type></Type>

<Subject></Subject>

<MessageLink></MessageLink>
</Message>

Full Decrypted Results

<?xml version="1.0" encoding="utf-8"?>
<I-- edited with XML Spy v3.5 NT (http://www.xmlspy.com) by () -->
<Envelope version="01.00">
<Sender>
<ld>QE</Id>
<Credential>AXcON72IF+3UhS8HUZq+FA==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="0b02e774-d6a2-4bab-a9a8-
466e9b8c2fdc">
<Transactld>4/26/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<ds:KeylInfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:KeyInfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="GetCommunicationHistory">
<Packet>
<PacketInfo packetType="data" encrypted="yes">
<packetld>1</packetld>
</PacketInfo>
<Payload>
<InputString>
<AuthenticationToken>3fe272e2-06e1-4266-b009-
f75a2998f92f</AuthenticationToken>
<PageNumber/>
<ReturnMessagesCount/>
</InputString>
<ResultSet>
<Messages>
<Message>
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<CorrespondencelD>423</CorrespondencelD>
<Date>02/11/2011</Date>
<Subject>KM Email Template - Subject</Subject>
<Type>1</Type>
<TemplateName>KM Email
Template</TemplateName>
<From>McEachern, Kevin</From>
<JoblD>92476</JobID>
<JobTitle>Test 4000 Characters in JD 2</JobTitle>
<MessageLink>https://sga-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SB
euHINcQ6R401vBGsJdh4ZzRXSEsrlYm%2f2SqUWQ2WM71qU3MT8Y%0d%0aqrbKFgPwWNpDKIVQ
nu92TtVGV7GCV;jiSjGu%2fuZE8yrszMnoFtLMOT4oFMifa2k4nQ4WgNULe0t4V6%0d%0acbnvVrj8
W5UTcnkzsKpCqg6e9zILtTShfgedWj3NUNS4vBfAAQiijbTZXCtsT98TaOsPFaNGD4Nf%0d%0alcl40
9rk8ymOBwd;j7%2fRXJAF8KCFLIgPBFYy9IFIUlen2viRXjw%3d%3d</MessageLink>
</Message>
<Message>
<CorrespondencelD>422</CorrespondencelD>
<Date>02/11/2011</Date>
<Subject>Ad Hoc 170BR</Subject>
<Type>4</Type>
<TemplateName>Send candidate
email</TemplateName>
<From>McEachern, Kevin</From>
<JoblD>92476</JoblD>
<JobTitle>Test 4000 Characters in JD 2</JobTitle>
<MessageLink>https://sga-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SB
euHiNcQ6R401vBGsJdh4ZzRXSEsr]Ym%2f2SqUWQ2WM71qU3MT8Y%0d%0aqrbKFgPwWNpDKIVQ
nu92TtVGV7GCV;jiSjGu%2fuZE8yrszMnoFtLMOT4oFMifa2k4nQ4WgNULe0t4V6%0d%0acbnvVr|8
W5UTcnkzsKpCqg6e9zILtTShfgedWj3NUhS4vBfAAQiijbTZXCtsT98TaOsPFaNGD4Nf%0d%0alcl40
9rk8ymOBwd)7%2fRXJ4AF8KcF1IgPBFYy9IFL5a0BPbKMvNQ%3d%3d</MessageLink>
</Message>
<Message>
<CorrespondencelD>421</CorrespondencelD>
<Date>02/11/2011</Date>
<Subject/>
<Type>0</Type>
<TemplateName>KM Letter Temp
2</TemplateName>
<From>McEachern, Kevin</From>
<JoblD>92475</JobID>
<JobTitle>Test 4000 Characters in JD</JobTitle>
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<MessageLink>https://sga-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SB
euHiNcQ6R401vBGsJdh4ZzRXSEsr]Ym%2f2SqUWQ2WM71qU3MT8Y%0d%0aqrbKFgPwWNpDKIVQ
nu92TtVGV7GCV;jiSjGu%2fuZE8yrszMnoFtLMOT4oFMifa2kdnQ4WgNULe0t4V6%0d%0acbnvVri8
W5UTcnkzsKpCqg6e9zILtTShfgedWj3NUhS4vBfAAQiijb TZXCtsT98TaOsPFaNGD4Nf%0d%0alcl40
9rk8ymOBwd)7%2fRXJAF8KcF1IgPBFYyY9IFK%2fxS%2bX7zrThg%3d%3d</MessageLink>
</Message>
<Message>
<CorrespondencelD>420</CorrespondencelD>
<Date>02/11/2011</Date>
<Subject>KM Email Template 2</Subject>
<Type>1</Type>
<TemplateName>KM Email Template
2</TemplateName>
<From>McEachern, Kevin</From>
<JoblD>92475</JobID>
<JobTitle>Test 4000 Characters in JD</JobTitle>
<MessageLink>https://sga-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SB
euHINcQ6R401vBGsJdh4ZzRXSEsrlYm%2f2SqUWQ2WM71qU3M{8Y%0d%0aqrbKFgPwWNpDKIVQ
nu92TtVGV7GCV;jiSjGu%2fuZE8yrszMnoFtLMOT40oFMifa2k4nQ4WgNULe0t4V6%0d%0acbnvVr]8
W5UTcnkzsKpCqg6e9zILtTShfgedWj3NUNS4vBfAAQiijbTZXCtsT98TaOsPFaNGD4Nf%0d%0alcl40
9rk8ymOBwd)7%2fRXJAF8KcF1IgPBFYyY9IFIWiKteCTmQAQ%3d%3d</MessageLink>
</Message>
<Message>
<CorrespondencelD>419</CorrespondencelD>
<Date>02/11/2011</Date>
<Subject>Ad Hoc 169BR 2</Subject>
<Type>4</Type>
<TemplateName>Send candidate
email</TemplateName>
<From>McEachern, Kevin</From>
<JoblD>92475</JobID>
<JobTitle>Test 4000 Characters in JD</JobTitle>
<MessageLink>https://sga-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SB
euHINcQ6R401vBGsJdh4ZzRXSEsrlYm%2f2SqUWQ2WM71qU3MT8Y%0d%0aqrbKFgPwWNpDKIvVQ
nu92TtVGV7GCV;jiSjGu%2fuZE8yrszMnoFtLMOT40oFMifa2k4nQ4WgNULe0t4V6%0d%0acbnvVri8
W5UTcnkzsKpCqg6e9zILtTShfgedWj3NUNS4vBfAAQiijbTZXCtsT98TaOsPFaNGD4Nf%0d%0alcl40
9rk8ymOBwdj7%2fRXJ4AF8KcF1lqPBFYyY9IFLEKfE2USWiXg%3d%3d</MessageLink>
</Message>
<Message>
<CorrespondencelD>418</CorrespondencelD>
<Date>02/11/2011</Date>
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<Subject/>
<Type>0</Type>
<TemplateName>KM Letter
Template</TemplateName>
<From>McEachern, Kevin</From>
<JoblD>92475</JobID>
<JobTitle>Test 4000 Characters in JD</JobTitle>
<MessageLink>https://sga-tgweb-
01.brassring.com/1033/asp/tg/redirectcandidate.asp?q=%5eudzQFPVk94hM37MiZWaGjTn1SB
euHINcQ6R401vBGsJdh4ZzRXSEsrlYm%2f2SqUWQ2WM71qU3MT8Y%0d%0aqrbKFgPwWNpDKIVQ
nu92TtVGV7GCV;jiSjGu%2fuZE8yrszMnoFtLMOT40FMifa2k4nQ4WgNULe0t4V6%0d%0acbnvVrj8
W5UTcnkzsKpCqg6e9zILtTShfgedWj3NUNS4vBfAAQiijbTZXCtsT98TaOsPFaNGD4Nf%0d%0alcl40
9rk8ymOBwdj7%2fRXJ4F8KcF1lqPBFYy9IFJOUHFzYupuMA%3d%3d</MessageLink>
</Message>
</Messages>
</ResultSet>
</Payload>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Packet>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
<LongDescription>Call was successfully processed without
error.</LongDescription>
</Status>
</Unit>
</CipherValue>
</CipherData>
</EncryptedData>
<Status>
<Code>200</Code>
<ShortDescription>Message decrypted and processed without
errors.</ShortDescription>
<LongDescription/>
</Status>
</Unit>
<Status>
<Code>200</Code>
<ShortDescription>Success</ShortDescription>
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<LongDescription>All units are processed with success codes</LongDescription>

</Status>
</Envelope>

Event Manager Search and Candidate Specific

“GetEvents”

Sample Request XML:
<Payload>
<InputString>
<AuthenticationToken></AuthenticationToken>
<ClientID></ClientID>
<Criteria>
<EventType>
<Value></Value>
<Value></Value>
</EventType>
<Location>
<Value></Value>
<Value></Value>
</Location>
<City>
<Value></Value>
<Value></Value>
</City>
<Region>
<Value></Value>
<Value></Value>
</Region>
<PostalCode>
<Value></Value>
<Value></Value>
</PostalCode>
<Country>
<Value></Value>
<Value></Value>
</Country>
<Status>
<Value></Value>
<Value></Value>
</Status>
<StartDate>yyyy/mm/dd hh:mm</StartDate>
<EndDate>yyyy/mm/dd hh:mm</EndDate>
</Criteria>
</InputString>

</Payload>
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Business Rules:
If the Request XML does not include an authentication token then only public events will
be returned in the results set.

%)

Q V8 Q88

If “Criteria” is not provided then the results set will not include any public events.
Any” Values” provided must match Event Manager data exactly to be considered a

match and be returned in the results set.
Multiple “Values” may be provided for each criteria
If start date and/or end date is missing then the results set will default to returning the

next 90 days worth of public events which match the search criteria entered.
Within an individual criteria the API will return results based on an ‘OR’ logic (Event
Type = A OR B), across criteria the API will return results based on ‘AND’ logic (Event

Type = X AND (Location =Y OR 2)

Sample Response XML:
<ResultSet>

<CandidateEvents>
<Event>

<Regs>

<Event ID></EventID>
<EventTemplate></EventTemplate>
<EventSeries></EventSeries>
<Eventinstance></Eventinstance>
<EventDateTime></EventDateTime>
<EventLocation></EventLocation>
<EventCity></EventCity>
<EventRegion></EventRegion>
<EventPostalCode></EventPostalCode>
<EventCountry></EventCountry>
<EventDescription></EventDescription>
<CandidateStatus></CandidateStatus>
<EventURL></EventURL>

<Req ID=""" AutoReqID="">
<JobTitle/>
</Reg>
<CustomFields>
<Field>
<Name></Name>
<Value></Value>
</Field>
<Field>
<Name></Name>
<Value></Value>
</Field>
</CustomFields>
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</Event>
</CandidateEvents>
<PublicEvents>

<Event>

<Event ID></EventID>
<EventTemplate></EventTemplate>
<EventSeries></EventSeries>
< EventInstance></Eventinstance>
<Event Date></EventDate>
<EventTime></EventTime>
<EventTimeZone></EventTimeZone>
<EventLocation></EventLocation>
<EventCity></EventCity>
<EventRegion></EventRegion>
<EventPostalCode></EventPostalCode>
<EventCountry></EventCountry>
<EventDescription></EventDescription>

<CustomFields>

<Field>
<Name></Name>
<Value></Value>
</Field>
<Field>
<Name></Name>
<Value></Value>
</Field>
</CustomFields>
</Event>
</PublicEvents>
</ResultSet>

Full Decrypted Results

<?xml version="1.0" encoding="utf-8"?>
<Envelope version="01.00">
<Sender>
<ld>1364</Id>
<Credential>1sU9JELZ8z9tPsHwW8FDjyw==</Credential>
</Sender>
<Recipient/>
<Transactinfo transactType="response" transactld="e570c9cd-f86¢c-4e89-951c-e359dfaf23f3">
<Transactld>6/1/2011</Transactld>
<TimeStamp>12:00:00 AM</TimeStamp>
</Transactinfo>
<Unit UnitProcessor="Decryptor">
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" encoding="utf-8"
xmlins="http://www.w3.0rg/2001/04/xmlenc#">

©Kenexa® 2011. All Rights Reserved 40 of 318

28



<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-chc"/>
<ds:KeyInfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Integration</ds:KeyName>
</ds:KeyInfo>
<CipherData>
<CipherValue>
<Unit UnitProcessor="GetEvents">

<Packet>
<PacketInfo packetType="data" encrypted="yes">
<packetld>1</packetld>
</Packetinfo>
<Payload>

<InputString>
<AuthenticationToken>763b477b-d70d-406b-a456-5997958a7300</AuthenticationToken>
<Clientld>11714</Clientld>
<Criteria>
<EventType>
<Value/>
</EventType>
<Location>
<Value/>
</Location>
<City>
<Value/>
</City>
<Region>
<Value/>
</Region>
<PostalCode>
<Value/>
</PostalCode>
<Country>
<Value/>
</Country>
<Status>
<Value/>
</Status>
<StartDate>2007/12/12 01:01</StartDate>
<EndDate>2011/12/12 01:01</EndDate>
</Criteria>
</InputString>
<ResultSet>
<CandidateEvents>
<Events>
<Event>
<EventID/>
<EventTemplate>KM Template 2 - Private Event</EventTemplate>
<EventSeries>KM Event 7 - Private -Series</EventSeries>
<Eventinstance/>
<EventDateTime/>
<EventLocation/>
<EventCity/>
<EventRegion/>
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<EventPostalCode/>

<EventCountry/>

<EventDescription/>
<CandidateStatus>Invited</CandidateStatus>

<EventURL>https://qalabsl.brassring.com/satori2/eventmanager/register.aspx?BRUrIParams=bEJjZ01HU2VjK00
3WXdLMWV4eUM2anRnYmhiTDB2N1Y3UIZ2Z2tWTFgzalhldDhySEdiZDBXMINVallswVileEttSVBDa3htcnlvMUZOd
XRGZU5CUOpoNmNydXVNNHBXcEd6cXBraGR1aVdQeVYlelVaanlacjdYSG1ZVON3WINGbDIHADBaWjAzZGJPYkVIAVI
MOHNYdzhLT3M3K29hblUyRzJRTIczb0dxdDBXL3IXWGI6YXFpZjZBSjRRAENtS0ZXKOhpdXImQnZoTOFreUhWY21WaXR
6¢llkNnhJWCtaSmIVNWFGdHgyMzYzZzIERNA2NzZJdUFodWEWMWNINHhHRWFSMU9GU21PM3R3Z29iVWIrbHIJZF
pjWFdhdjlEaVBsZ3N3Z0FRRGoydGo3RINudVY4V2IGUFNjanBrdWOONWZoYUp1cCtCVFBjT2tBQVVPYmMVPcmF6MFR
NamRyc2lyOHV3RzRLKzFve TVQM1psb2RqUFQ4SXNwb09KZ2tIT3h5WjhMUNNGEU2RjODBIQXI3VFkxVORWIKZTTGtIL
2hiV004Z0ZaeDFJditwUEIEbCI1WXJ3dmt